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Background:  
TechEdSat

• TechEdSat: Technology Education Satellite

• What?: Investigation to employ small CubeSat 
spacecraft

• Why?: To evaluate, demonstrate, and validate 
new technologies



Background:  
Iridium 9523

• Iridium 9523: A consumer voice and data satellite 
transceiver module (from a satellite phone)

• What?: Communicates with the Iridium satellite 
constellation

• Why?: Can establish a full internet connection to a ground 
network via:
• SBD:  Similar to text messaging
• RUDICS:  Similar to a data plan

https://www.iridium.com/products/iridium-core-9523/ https://www.iridium.com/solutions/polar/



• The cost of common satellite radios are 
normally in the tens of thousands of 
dollars.

• By switching to an off-the-shelf satellite 
network, the cost for future NASA satellite 
missions will be drastically reduced.



Objective

To develop the software for one of the CubeSat’s 
microcontrollers to establish a live data connection 
via the Iridium Network for an upcoming TechEdSat
mission.

• Components:

• Firmware Development:

• Robert Goes and Joe Dennison

• Ground Server and Encryption:
• Taegan Williams and Cosette King



Previous Years

Team SCUBEE (2018-
2019): Developed working carrier 
PCB

FIRE (2019-2020): SBD Functionality 
with SCUBEE board via Raspberry Pi



Baseline
Project 
Requirements

• Sample temperature every second and 
power consumption every 30 seconds.

• Able to turn off at any time if 9523 
overheats.

• Send status messages of modem and board.

• Transmit randomly generated data via SBD 
and RUDICS to a ground server.



Satellite 
Firmware



Software 
Libraries

• GrandCentral: Board functions such as sensors

• SerialTransfer: Serial communication for Arduino

• IridiumSBD: Modified to add RUDICS support

• FreeRTOS_SAMD51: Free RTOS

• SleepyDog: Hardware watchdog timer for errors

• All libraries are open source



FreeRTOS

• Real Time Operating System.
• Like windows, but for 

microprocessors.
• Allows us to create multiple tasks 

that run at the same time.



Tasks
• Heartbeat Task

• Reports temputure, 
signal quality, etc

• TESBUS Task

• Communicates with 
primary satellite 
computer

• Iridium Task

• Controls 9523 
modem

• RandomGen Task

• Watchdog Task



TESBUS demo:
• Custom built testing software

• Sent commands and received 
responses from microprocessor

• Sent via a USB to serial adapter 
directly to the pins on the 
microchip



Ground Server 
Application
• Post-process information

• Receive Both SBD or RUDICS 
communication

• Longevity



Ground 
Server

• Ubuntu Digital Ocean Server
• 1 GB Memory, 25 GB Disk

• Static Public IP address

• Security
• Firewall

• Antivirus Software



Python Code Breakdown

• Create child process for SBD communication

• Binds designated port to host IP address

• LOOP

• Listen to receive communication

• Print received communication to the 
screen and append to log file

• Parent process used for RUDICS communication



Testing limits on the ground server



Post-Processing: Encryption/Decryption
• AES 256 encryption standard

• Coded in python using wolfcrypt

Unencrypted Data Sent --->
Encrypted Data Sent --->

SBD comm Received --->

RUDICS comm Received --->

Satellite Communication

Ground Server Communication

Unencrypted Data Sent --->
Encrypted Data Sent --->



What's next 
for the 
Ground 
Server

Analyze the received packet to 
determine communication type

Clean up the collection of data

Rewrite the program to work 
on a single port



Validation from NASA

NASA requirement: Achieved by:

Communication with primary satellite 
computer

Verifying TESBUS task is functioning

Verification of expected signal quality 
based on position

Sending current time in the message

Integrity of data transferred Error detection byte within each 
message

Volume of data transferred Sequential message IDs

Changing between SBD and RUDICS 
mode

Verifying Iridium task is functioning



Questions?


