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INDUSTRIAL 
CONTROL 
SYSTEMS

• Continuously controls or monitors 

an industrial process.

• Applications:

• Manufacturing

• Power System Protection

• Telecommunicaiton
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TEAM OBJECTIVES

1. Design industrial control system lab exercises.

2. Document exercises in the form of lab guides.

3. Propose method of delivery for outreach 
students.
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VALUE STATEMENT

1

ICS Lab curriculum 

will expedite 

student learning.

2

Labs will help 

students better 

understand ICS 

concepts.

3

Labs will utilize 

current industry 

equipment 

and standards.
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PROJECT REQUIREMENTS

Cumulative Lab 
Progression

TA and Student 
Lab Guides

Complete in 
Under 2.5 Hours

Use Existing 
or Donated 
Equipment

Duration Documentation Progression Equipment
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Review 
Current 

Lab Materials

Identify 
Important 

ICS Concepts

Design Lab 
Exercises

Quality 
Assurance 

Testing

Build 
Equipment 

Rack

PROJECT DEVELOPMENT

Campus 
Closes
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IMPORTANT LAB EQUIPMENT

SEL-351

• Protective relay.

• Trips circuit breaker in response to 

fault conditions.

• Used in distribution feeder protection.

SEL RTAC

• Real Time Automation Controller.

• Manages communication and receives 

information from connected devices.

• Used in substation automation.
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IMPORTANT LAB EQUIPMENT

SEL-849

• Motor management relay.

• Provides overcurrent and 

overvoltage protection to 

three phase motors.

SEL-3622 Security 

Gateway

KoCoS ARTES 460

• Provides voltage and current to 

test protective relays.

• Can be operated manually or 

through software.

• Provides proxy services for 

secure access.

• Used primarily for password 

management.
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LABORATORY EXERCISES
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•LAB 1 – IEDS

• IEDs

• Intelligent Electronic Devices.

•Lab Goals

▪Introduce the concept of IEDs.

▪Connect to and communicate with an 

IED.

•Future Work

▪Connect to an IED using AcSELerator

QuickSet.
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•LAB 2 – RTUS
•RTUs

•A microprocessor-based device that 

monitors and controls other devices.

•Lab Goals

•Provide deeper understanding of IEDs.

• Introduce RTUs.

•Demonstrate communication between 

RTU and IED.

•Future Work

•Replace KoCoS with a functioning 

three-phase motor for realistic 

conditions.

•Operate KoCoS through ARTES 

Software.
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•LAB 3 – HMI 
DESIGN
•Human Machine Interface

•Provides ability to view data from 

device or remotely control through 

interactive interface.

•Lab Goals

• Introduce HMI functions and 

characteristics.

•Create HMI using SEL Diagram Builder 

Software.

•Future Work

•Shift lab progression to incorporate 

SEL-351 device introduced in Lab 4.
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•LAB 4 –
COMMISSIONING
•Commissioning

• Installing a device into an existing 

system.

•Lab Goals

•Commision SEL-351 protective relay.

•Complete commissioning guide.

•Reference miniature instruction 

manual.

•Future Work

•Determine communication and 

device settings based on provided 

diagrams and materials.

AcSELerator 
RTAC 

Software

AcSELerator 
QuickSet 
Software

USB to Serial

SerialSerial

Current Voltage

SEL RTAC

SEL-351SEL-849

KoCoS 

ARTES

Workstation

Existing Connection

New Connection
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•LAB 5 –
CYBERSECURITY
•Proxy Server

▪ Acts as a third party between IEDs.

•Lab Goals

▪Introduce the SEL-3622: Security 

Gateway.

▪Set up password management.

▪Show proxy and direct access differences.

•Future Work

▪Connect the Security Gateway to RTAC.

▪Set up a server for centralized user 

password management.
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FUTURE RECOMMENDATIONS
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TESTING AND 
VERIFICATION

•Planned to validate lab exercises by 

recruiting students for quality 

assurance testing.

• Impacted by closure of campus.

•Documentation allows for testing to be 

conducted by future group of 

students.
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CONSTRUCTING 
A RACK

•Equipment used in the field to physically 

secure devices.

•Provide storage for equipment used in lab 

exercises.

•Provide organization for device wiring.
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