INDUSTRIAL
CONTROL SYSTEM
LAB EXERCISES

TEAM CONTROL SYSTEMS

Slide 1



Mentor Sponsor Mentor
Joseph Stanley Dr. Brian K. Johnson Hussain Beleed

1 \i\,
- '] B
gt ¥ » j)ﬁ\ i
i ) 4
K‘-ﬁ ' ‘ \o’ ,Aih"l!i

Member Member Member Member
Jialong Dai Brian Guiana Yikai Lu Dakota Pfaff lde 5



INDUSTRIAL
CONTROL
SYSTEMS

Continuously controls or monitors

an industrial process.

Applications:

Manufacturing

Power System Protection

Telecommunicaiton
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TEAM OBJECTIVES

1. Design industrial control system lab exercises.

2. Document exercises in the form of lab guides.

3. Propose method of delivery for outreach
students.
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VALUE STATEMENT

ICS Lab curriculum Labs will help Labs will utilize
will expedite students better current industry
student learning. understand ICS equipment
concepts. and standards.
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PROJECT REQUIREMENTS

A

A

Use Existing

Complete in TA and Student Cumulative Lab

Under 2.5 Hours or Donated

Equipment

Lab Guides Progression
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PROJECT DEVELOPMENT

Review Build
Current Design Lab Equipment
. . Campus
Lab Materials Exercises Rack
Identify Quality
Important Assurance
ICS Concepts Testing
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IMPORTANT LAB EQUIPMENT

SEL RTAC SEL-351
Real Time Automation Controller. Protective relay.
Manages communication and receives Trips circuit breaker in response to
information from connected devices. fault conditions.
Used In substation automation. Used in distribution feeder protection.
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IMPORTANT LAB EQUIPMENT

SEL-849

Motor management relay.

Provides overcurrent and
overvoltage protection to

three phase motors.

KoCoS ARTES 460 SEL-3622 Security

Provides voltage and current to Gateway
test protective relays. Provides proxy services for

Can be operated manually or Secure access.

through software. Used primarily for password

management.
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LABORATORY EXERCISES
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-LAB 1 - IEDs
eLEEFFFFFFFIS

|IEDs
| Intelligent Electronic Devices.
Lab Goals
Introduce the concept of |IEDs.

= Edit View Communications Toeols Windows Help Language

e o 2 08 2 Connect to and communicate with an
— O Motor Control . | SEL'849 Relay z

d D_u t iIj_:;tzd Control Settings z I E D .

i Motor Management Relay
2 Time and Date Management

& Demand Metering
& DataReset

Logic

& SELoagic Enables
Graphical Logic
Report

& SER Trnager List

Future Work

. e Connect to an IED using AcSELerator
® Lo QuicksSet.

... @ Load Profile Setting
& Motor Start Report Settings
HI
& General Settings
& Target LED Settings
& Display Point Settings
Port 1 [Senal)
& Protocol Selection
& Communications Settings
& SEL Protocol Settings
Port 2 [Ethemet)
& Port Enable v |

LI | | I |
4 S 0

[ | R | I 1

>

34900101100110 Por;1 : Port 17(~Seric;a.i) ¥ Re S I i d e 1 1
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. LAB2 - RTUs

RTUs

A microprocessor-based device that
monitors and controls other devices.

Lab Goals

Provide deeper understanding of |IEDs.
Introduce RTUS.

Demonstrate communication between
RTU and IED.

Future Work

Replace KoCoS with a functioning

three-phase motor for realistic
conditions.

Operate KoCoS through ARTES
Software.
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‘LAB 3 - HMI
DESIGN

Human Machine Interface

" |
Z,m"""ug&'“’ii“h“:fm‘t&! | FPTY PP
- - » == _ : ! ) g - ‘
SystemTagsEth 01 Bad_Packets Transm .ﬂ!jll{.! s
SystemTags Eth_01_Bytes Receved

P
£ T ez £ 0w

!
!
!

SystemTags.Eth_01_Bytes Transmitted [

ORI
DEMING ) ENABLED ) HMICOMM
: e TRIP = ALARM
SystemTags.Eth_01_Collisions | =

SystemTags.Eth_01_Connections_Active
SystemTags Eth 07 _Packets Recewed
SystemTags.Eth_01_Packets Transmitted
SystemTags Eth 01 Portz Active
SystemTags Eth_01_Recerved_Packets Dr
SystemTags Eth_01_Transmitted_Packets.
SystemTags.Eth_02_8ad_Packets_Receive
SystemTags Eth 02 Bad_Packets Transm
SystemTags.Eth_02_Bytes Recewed
SystemTagsEth 02 Bytes Transmitted
SystemTags.Eth 02 Collisions
SystemTags.Eth 02 _Connections_Actve
SystemTags:Eth 02 Packets_Receved
Systemiags.Eth 02 Packets Transmitted
SystemTags.£th_02_Ports Active
SystemTags.Eth_02 Recewved_Packets_Dr

Provides ability to view data from

device or remotely control through
e interactive interface.

Lab Goals

SEL-849 Motor Management Relay

Introduce HMI functions and
T : iz: I f characteristics.
EEEE‘EEEL @ ENABLED @ Hmicomm (8 SEL-849 |

@ RIP @ ALARM ; PRCFTOR MANIGEMEND e

Create HMI using SEL Diagram Builder
Software.

Future Work
No Data to Trend i

Shift lab progression to incorporate
SEL-351 device introduced in Lab 4.
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Serial USBto Serlal

AcSElLerator AcSEL.erator ® LAB 4 —
RTAC _ QuickSet
COMMISSIONING
Commissioning
SEL RTAC . . e
Installing a device Into an existing
: : system.
Serial | §.Setal, Lab Goals
Commision SEL-351 protective relay.
SEb849 C .
| Complete commissioning guide.
8 s P 8
. " P Reference miniature instruction
' ' P manual.
Currenti Voltage _ Futu re WO rk
Existing Connection LPRERn Determine communication and
«: ] ARTES device settings based on provided
N ' ot o : :
New Connection ... — diagrams and materials.

Slide 14



‘LAB S -
CYBERSECURITY

| Proxy Server

‘ Acts as a third party between IEDs.
Lab Goals

ED SEL-3622 b -+
< &, ‘@ O & 1ttps://192.168.1.2/index.sel
| |
SCHWEITZER . IntrOd Uce the SEL‘3622. SeCU”ty
SEL | eveneerin '
LABORATORIES
Device: SEL-3622-ECE-444.544 admin1 [ Logout] Server time: Wed, Apr 29, 2020 02:13 UTC G a te Wa y
|
Dashboard DASHBOARD
System > = s . : :
DatefTime Network Serial Ports System Statistics LED Indicators Ethernet Connections Version Information
Usage Policy Interfaces COMO3 COMO04 IPsec Connections: 0 . o . gsen Alias State In Out Serial Number: 1173110267
File Management | I .1:k .‘D Web Users: 1 A =2 |EthF UP 29406 Bytes 30077 Bytes Version: R204 u W u
Management interface & ] - - 57 e Uptime: Oy 0d Oh 12m 53s ‘:: ‘l_o::.. Eth1 DOWN 0 Bytes 0 Bytes FID String: SEL-3622-R204-V3-Z010006-
Device Reset Eth1 Eth2 COMO1 COMO02 -n n D20170714

Hours: 70 Eth2 DOWN 0 Bytes 0 Bytes

Physical Sensors Power Cyclen: 17 . X509 . FILE TSRy Vet P . .
User Alias State In Out

Accounts # of Firewall Rules: 0 W Xy I I -

LDAP Settings
RADIUS Settings
Local Groups

Syslog Statistics

Network # Messages: 65
Future Work
Static Routes Oldest Unacknowledged: 12 days
Firewall
NAT Resource Usage Logs By Severity
Hosts

c — - Connect the Security Gateway to RTAC.

Serial Ports : = )
Port Settings Disk (User) N 15.0% B Alert (0)
Port Profiles Disk (0s) | NGNGNG_GN 27.0% Critical (2)
i | ]
Port Mappings 0 10 20 30 40 50 60 70 80 90 100 3%_‘&“’”0'
Security B wrning (23) el Up a server 10r centralized user
X.509 Certificates

B nNotice (40)

IPsec Connections B informational (0)

e password management.

Password Management

Reports
[ ]
System Logs S I I d e 1 5
Diagnostics
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Capstone Project Budget Template - Fall/Spring

Project: Industrial Controls Lab Exercises
Last Updated 4/28/2020

Year

Expense ltems

Sept Oct Nov Dec Jan Feb Mar Apr |
Equipment/Tools: [
Snapshot Day/Expo Posters and prep materials S 20 |

I

Donations: (Estimates from new commercial value)
KoCoS ARTES 780 '
SEL-351 $ 2,570 |
SEL-849 S 1,460
SEL-3530 S 2,950
SEL-3622 830
Computer Workstation S 400
Network Switch 50
AC Power Cables S 18
Network Cables S 24
SEL-C662 USB to Serial Converter Cable S 66
SEL-C273A Serial Cables S 78 _
Wire Cutters S 9 :

Item
Total

S 20

W N

780
2,570
1,460
2,950

330

400

50
18
24
66
78

9 Expenses
S 9,255 Subtotal

B0 T VS Vo S VS V0 T 72 U P S V0 S W S V0 UL W0 I VS

Graduate Student Support!
University Overheadj|
Minus Donationsi

S - including fringe
S 1.00 5% of all expenses
> (9,235)

Totals ! S 21 & =

Budget Excess
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FUTURE RECOMMENDATIONS
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TESTING AND
VERIFICATION

” = T Planned to validate lab exercises by
SCHWEITZER TARGE fp '
SEL | encineerine ENABLED (@ KiMI Corim SEI-84 recruiting students for quality

LABORATORIES

e PORT | =y TRIP ALARM MOTOR MANAGEMENT REL, assurance teSU ng.
‘ = RESET

AFD =y e i Impacted by closure of campus.
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Documentation allows for testing to be
conducted by future group of
students.
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Industrial Control System
Exercises

SWEERR ooooooooo

@ (@S

Equipment used in the field to physically
secure devices.

. Provide storage for equipment used in lab
eXercises.

Provide organization for device wiring.
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